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Abstract: Analytical methods face many constraints in evaluating system’s reliability 
while the crude simulation is inefficient for evaluating the reliability of highly dependable 
system. Bounded sampling method is an efficient reliability simulation method, and prior 
information is the key factor that influences its efficiency. In this paper, an algorithm is 
proposed to obtain the non-intersection partial minimal cut sets and minimal path sets, 
which can greatly improve the performance of bounded sampling. The steps and pseudo 
code of this algorithm are given. A numerical example is used to demonstrate the 
efficiency of bounded sampling with this proposed algorithm. 
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1.   Introduction 

For system consisting of large number of components with complex failure and repair 
time distributions, it is difficult to use analytical methods, such as Markov method, for 
evaluating the system reliability. Simulation seems to be a feasible approach and often 
used in performance analysis of complex systems [1-5]. However, to obtain reliability 
results with enough precision, sufficient times of system failure events need to be 
observed. In practice, some systems are designed to be highly reliable for certain 
purposes, such as fault-tolerant parallel processor. For such systems, the occurrence of 
system failure events is very rare, so very long computer simulation time is needed [6]. 
Some efficient reliability simulation methods for highly dependable systems have been 
proposed and widely applied [6-10]. Among them, some are suitable for static system, 
such as dagger sampling, sequential destruction, others are for dynamic system, such as 
importance sampling.  

Bounded sampling method proposed by Kumamoto is an efficient reliability 
simulation method for static system with high reliability level [11]. In this method, partial 
minimal cut sets and path sets are used as prior information for bounded sampling and can 
greatly reduce the sampling space. We have used bounded sampling to evaluate the 
unreliability of the tracking, telemetry and command (TT&C) mission [12]. Based on our 
experience, the prior information is the primary factor that influences the efficiency of 
bounded sampling, and non-intersection partial minimal cut sets and path sets have a 
better convergence for reliability simulation.  

Although some classical algorithms, such as Fussell-Vesely and Semanderes 
algorithm, are able to obtain all minimal cut sets and path sets of a system, many 
repetitive components usually exist among the obtained minimal cut or path sets. 
Furthermore, there are computational complexity difficulties both in space and time 
requirements [13, 14]. In contrast, bounded sampling method does not require to know all 
the minimal cut or path sets. 

In this paper, in order to improve the efficiency of bounded sampling method, we 
propose an algorithm for finding partial non-intersection minimal cut sets and path sets. 
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The remainder of this paper is organized as follows. Section 2 presents the steps and 
pseudo code of this algorithm. Section 3 uses an example to demonstrate the efficiency of 
bounded sampling with the prior information obtained by the proposed algorithm. 

2.   The Algorithm for obtaining the Prior Information 

Assume the system under study consists of n  components, and 1( , , )nX x x=   be the 
corresponding state vector, where state variable 0ix =  and 1ix =  denote that component i  
in fail and good state respectively. Denote the reliability structure function by ( )Xφ , and 

( ) 0Xφ =  if the system is in fail state when the state vector of components state is X . Let 
1 2( , , , )nq q q q=  ，where iq  is the unreliability of component i . Suppose S  is a set of 

components. If the system fails when all the components in S  are fail, then S  is a cut set 
of the system. S  is a minimal cut set if S  is no longer a cut set after removing any 
component from it.  

By the above understanding and definitions, an algorithm for finding the minimal cut 
sets, called ‘kick’ method, is proposed as follows. 

Obviously, set 1{ , , }nx x  is a cut set, because ( ) 0Xφ =  if all 0ix = . If we change 

1 0x =  to 1 1x = , ( )Xφ  still remain 0 , then 2{ , , }nx x  is still a cut set after kicking 1x  out 
of set 1{ , , }nx x  but with fewer components. If ( ) 1Xφ =  after changing the state of 1x , 
then 1{ , , }nx x  will not be a cut set without 1x . So, 1x  shouldn’t be kicked out of 

1{ , , }nx x  and the state of 1x  needs to remain as 0 . Suppose 1K  is the set of components 
that remained in 1{ , , }nx x  after the ‘kick’ process for all ix , then 1K  must be a minimal 
cut set of the system. 

If we remove the components that appear in 1K  out of 1{ , , }nx x , then the remained 
components will form a new set S′ . Set the states of all components in S′  as 0 , and the 
others not in S′  as 1 . If S′  is a cut set, we can obtain another set 2K  through repeating 
the similar ‘kick’ process for obtaining 1K  by using S′  as the initial set. Obviously, set 

2K  is a minimal cut set and do not intersect with 1K , since S′  doesn’t contain any 
component in 1K .  

Suppose all the obtained minimal cut sets are stored in K , the above idea for 
obtaining non-intersection partial minimal cut sets can be described more formally by the 
following steps: 

Step 1) Kick the components that have appeared in K  out of 1{ , , }nx x , and the 
remained components form a new set S′ . If S′  is a cut set, the states of components in K  
are 1 , while states of components in S′  are 0 . If S′  is not a cut set, the algorithm stops. 

Step 2) Change the state of first component that has not been processed in S′  from 0  
to 1 . Then, calculate ( )Xφ  according current states of all components of the system. If 

( ) 0Xφ = , this component is kicked out of S′ . Otherwise, this component is still kept in 
S′  and its state is reset to 0; 

Step 3) Repeat step 2) until all components in S′  have been processed. Then, a set iK  
can be obtained finally; 

Step 4) iK  is a minimal cut set which does not intersect with those minimal cut sets 
already in K . After adding iK  to K , the flow of this algorithm goes to step 1). 

In Figure 1, the pseudo code of this prior information obtaining algorithm for bounded 
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sampling is given.  

input: {x1,..., xn},         
output: K
initial K= Ф,  
start_ algorithm
    while (    is a cut set)
         foreach xi in  
             set state of xi from 0 to 1, then calculate         ;
             if(              )
                kick xi out of    ;
             else if
                keep xi in    , reset state of xi to 0;
         return Ki, 
         foreach xi in K
              kick xi out of {x1,...,xn}, and the state of kicked xi is set to 1;
         return     and states of components in    are 0;
end_ algorithm

1{ , , }nS x x′ = 

( )Xφ

S′
S′

( )Xφ
( ) 0Xφ =

S′

S′

S′ S′

 
Figure 1: Pseudo Code for Obtaining Prior Information 

As an example, suppose there is a system with 4 components and the logical structure 
function is ( )1 2 3 4( )X x x x xφ = + . The process of the algorithm for obtaining the first 
minimal cut set is illustrated as follows.  

Let the system state be written in the form **** (the ith * denotes the state of 
component i, it may be 1 or 0). Under system state 0000, ( ) 0Xφ = , so 1 2 3 4{ , , , }x x x x  is a 
trivial cut set. If 1x  is changed from 0 to 1, current state becomes 1000 and ( )Xφ  still 
equals 0. According our algorithm, 1x  is then kicked out of 1 2 3 4{ , , , }x x x x  and current cut 
set becomes 2 3 4{ , , }x x x . Set state of 2x  to 1, and system state becomes 1100, which 
makes ( ) 1Xφ = . So, 2x  should not be kicked out of 2 3 4{ , , }x x x  and the state of 2x  should 
be set back to 0. If 3x  is set to 1, then the system state becomes 1010, so ( ) 0Xφ = . This 
means 3x  should be kicked out of 2 3 4{ , , }x x x  and current cut set becomes 2 4{ , }x x . Let 

4 1x = , the system state will be 1011, and ( ) 1Xφ = . Hence, 4x  should remain in 2 4{ , }x x . 
Because all ix  ( 1,...,4i = ) have been checked, set 2 4{ , }x x  is the first obtained minimal cut 
set.  

If the system consists of many components, the number of non-intersection minimal 
cut sets is very large. Fortunately, for bounded sampling, not too many minimal cut sets 
are usually needed to make it has high efficiency. Therefore, a maximal number can be 
predefined for our algorithm in step 4). If the number of obtained cut sets in K  has 
reached this maximal number, then the algorithm should stop finding more minimal cut 
sets. It should be noted that with different order of components in 1{ , , }nx x , as the ‘kick’ 
process sequentially each component, the obtained K  will be different. For instance, K  
obtained by 1 2{ , , , }nx x x  may be different from that of 2 1{ , , , }nx x x . In this algorithm, we 
also can select a random component to kick in the step 2).  

For a standard fault tree (just has AND gate and OR gate), the minimal path set is the 
minimal cut set of its dual fault tree [15]. To get the dual fault tree, it just needs to change 
all logic gates to their corresponding opposite gates in the original fault tree. So, the non-
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intersection partial minimal path sets can be obtained by our algorithm in the same way. 

3.   Example for Bounded Sampling  

Suppose the logical structure of a system is ( )( )1 3 7 2 4 8 1 5 9 2 6 10( )X x x x x x x x x x x x xφ = + + , and its 
dual logical structure is 1 3 7 2 4 8 1 5 9 2 6 10( ) ( )( ) ( )( )X x x x x x x x x x x x xφ′ = + + + + + + + + + . Using 
the proposed algorithm in section 2, the obtained prior information is obtained as shown 
in Table 1, which includes five non-intersection minimal cut sets and two non-intersection 
minimal path sets. Table 2 gives the value of each system component’s unreliability. 
According to ( )Xφ  and Table 2, the unreliability of this system can be calculated 
analytically as 1.0917×10-4.   

Table 1: The Obtained Prior Information 

Partial minimal cut sets 

6 9{ , }x x 5 10{ , }x x 7 8{ , }x x 3 4{ , }x x 1 2{ , }x x  

Partial minimal path sets 

2 4 6 8 10{ , , , , }x x x x x 1 3 5 7 9{ , , , , }x x x x x  

 
Table 2: Component Unreliability 

Name Unreliability Name Unreliability 
x1 0.003 x6 0.0005 
x2 0.001 x7 0.003 
x3 0.0003 x8 0.004 
x4 0.0002 x9 0.006 
x5 0.0004 x10 0.007 

 

With the obtained prior information, the unreliability can be obtained by using 
bounded sampling. Figure 2 shows the number of simulations against resulting 
unreliability of the system. 
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Figure 2: Simulation Result of Bounded Sampling 

As can be seen from Figure 2, the simulation results of bounded sampling quickly 
converge to the interval determined by 1% relative error of true value. The total computer 
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time for obtaining prior information and 3000 simulations by bounded sampling just cost 
0.3125 second. In contrast, if crude simulation is used, more than 27 million simulations 
are needed to get the same level of convergence, which costs about 1600 seconds of 
computer time. From this, we can see that the bounded sampling is very effective and 
efficient when equipped with the proposed algorithm for obtaining prior information. 

4.   Conclusions 

Prior information is the key factor that influences the computational efficiency of bounded 
sampling. However, for large complex system, it is difficult to find the minimal cut sets 
and path sets. In this paper, based on the basic definitions of minimal cut set, we presented 
a simple and efficient algorithm for find non-intersection partial minimal cut sets by a 
‘kick out’ process. Although it cannot guarantee to find the best non-intersection minimal 
cut sets, it can provide enough prior information for bounded sampling method with less 
computational cost. We also introduced the steps and pseudo code of this algorithm. As 
demonstrated by our numerical example for system reliability analysis, the time of 
convergence by bounded sampling will be significantly improved if the prior information 
is provided by the use of our proposed algorithm. However, new efficient methods for 
finding more optimal minimal cut sets are still needed for engineering application of 
bounded sampling method. 

Acknowledgment 

The authors would like to thank Dr. Liudong Xing and the reviewers for their comments 
and suggestions to improve the quality of this paper. This work was supported by National 
Natural Science Foundation of China (Grant No. 71071159). 

References 

[1] Koval, D. O. and J-P Ratusz. Substation Reliability Simulation Model. IEEE 
Transaction on Industry Applications 1993; 29(5):1012 - 1017. 

[2] Kim, H. and C. Singh. Reliability Modeling and Simulation in Power Systems with 
Aging Characteristics. IEEE Transaction on Power Systems 2010; 25(1): 21- 28. 

[3] Lu, Z., C. Liu, and L. Fu. Numerical Simulation Algorithm for Reliability Analysis of 
Complex Structural System Based on Intelligent Optimization. Chinese Journal of 
Mechanical Engineering 2006; 19(1): 67-71. 

[4] Quiroga, L. M. and E. Schnieder. A Simulation Approach to the Optimization of 
Railway Infrastructure Maintenance Strategies. International Journal of 
Performability Engineering 2011; 7(6): 545-554.  

[5] Söderholm, P., R. Karim, and O. Candell. Design of Experiment and Simulation for 
Identification of Significant e-Maintenance Services. International Journal of 
Performability Engineering 2011; 7(1): 77-90. 

[6] Rubino, G. and B. Tuffin. Rare Event Simulation using Monte Carlo Methods. New 
York: Wiley, 2009. 

[7] Fishman, G. S. A Comparison of Four Monte Carlo Methods for Estimating the 
Probability of s-t Connectedness. IEEE Transactions on Reliability 1986; 35(2): 145-
155. 

[8] Sandmann, W. Importance Sampling in Markovian Settings. Proceedings of the 2005 
Winter Simulation Conference 2005; 499-508. 

[9] L'Ecuyer, P., V. Demers, and B. Tuffin. Splitting for Rare-Event Simulation. 
Proceedings of the 2006 Winter Simulation Conference 2006; 137-148. 



240                                                              S. W. Xu and X. Y. Wu                                                                       

[10] Nicola, V. F., P. Shahabuddin, and M. K. Nakayama. Techniques for Fast Simulation 
of Models of Highly Dependable Systems. IEEE Transactions on Reliability 2001; 
50(3): 246-264. 

[11] Kumamoto, H., K. Tanaka, and K. Inoue. Efficient Evaluation of System Reliability 
by Monte Carlo Method. IEEE Transactions on Reliability 1977; 26(5): 311-315. 

[12] Xu, S. W. and X. Y. Wu. An Efficient and Approximate Evaluation Method for 
Mission Reliability of TT&C System. Proceeding of the 7th International Conference 
on Mathematical Methods in Reliability 2011; 687-692. 

[13] Guo, B. and X. Y. Wu. System Reliability Analysis. Chang Sha: National University 
of Defense Technology Press, 2002. 

[14]  Zhang, C. and J. E. Ramirez-Marquez. Approximation of Minimal Cut Sets for a 
Flow Network via Evolutionary Optimization and Data Mining Techniques. 
International Journal of Performability Engineering 2011; 7(5): 21-31. 

[15] Liu, H. Z., L. Zhang, Y. Q. Wang, and H. Y. Zhao. One Advanced Calculation 
Method for the Least Cut Set and Least Path Set of Fault Tree. Industrial Safety and 
Environmental Protection 2006; 32(4):58-59. 

Shuang-Wei Xu is a Ph.D. student of the college of Information System and 
Management, National University of Defense Technology, China. His research interests 
focus on efficient reliability simulation methods for highly dependable systems. 

Xiao-Yue Wu received his Ph.D. in Management Science and Engineering from the 
National University of Defense Technology in 2000. He is professor of the college of 
Information System and Management, National University of Defense Technology, 
China. His research areas include system reliability modeling and analysis, system test & 
evaluation, and decision analysis. 

 


	An Algorithm for Obtaining the Prior Information of Bounded Sampling
	Abstract: Analytical methods face many constraints in evaluating system’s reliability while the crude simulation is inefficient for evaluating the reliability of highly dependable system. Bounded sampling method is an efficient reliability simulation ...
	Keywords: Highly dependable system; bounded sampling method; minimal cut set.


	1.   Introduction
	2.   The Algorithm for obtaining the Prior Information
	3.   Example for Bounded Sampling
	4.   Conclusions
	Acknowledgment
	The authors would like to thank Dr. Liudong Xing and the reviewers for their comments and suggestions to improve the quality of this paper. This work was supported by National Natural Science Foundation of China (Grant No. 71071159).
	References

